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2.6

General

These supplementary terms and conditions to the
General Terms and Conditions (GTC) of LAKE Solu-
tions AG (hereinafter referred to as "Supplementary
Terms and Conditions") govern specific aspects relat-
ing to the use of Trusted Cloud Services provided by
LAKE to its customers (hereinafter referred to as
"CUSTOMER").

These Additional Terms and Conditions apply in ad-
dition to LAKE's General Terms and Conditions and
automatically become part of the contractual agree-
ment between the parties when Trusted Cloud Ser-
vices are used.

For all other services to which no separate Additional
Terms and Conditions apply, the General Terms and
Conditions shall apply exclusively.

In the event of any contradictions between these Ad-
ditional Terms and Conditions and the General
Terms and Conditions, the provisions herein shall
take precedence insofar as they relate to the same
subject matter.

Services provided by LAKE

LAKE provides the CUSTOMER with resources for
Trusted Cloud Services in accordance with the offer
or individual agreement. These resources may in-
clude both software and hardware components.
LAKE undertakes to securely store and manage the
electronic data transmitted from the customer's lo-
cation on specially protected servers in the LAKE
TRUSTED Cloud.

LAKE guarantees the basic usability of the software
and hardware components supplied during the term
of the contract and is responsible for regular updates
(for a fee) to the software and hardware it supplies.

LAKE may change the range of services and individual
services at any time. In addition, the range of ser-
vices may be restricted or discontinued.

LAKE may, if necessary, set limits or other re-
strictions on use, in particular in the case of re-
source-intensive use of the services.

LAKE may block the CUSTOMER's user account or ac-
cess to the services if their user behaviour impairs
the operational performance of the service in any
way. The CUSTOMER will be informed of this block in
advance or as soon as possible, where feasible.

LAKE carries out comprehensive security checks at
regular intervals, including penetration tests, cyber
security assessments and other security-related
evaluations. If security-related problems are identi-
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fied on servers operated by the customer, or if LAKE
detects illegal activities or unlawful content on its
systems, LAKE is entitled to take appropriate
measures to remedy the security risks or remove the
content in question.

LAKE provides its services with the utmost care and
strives to ensure the most uninterrupted availability
possible in accordance with the agreed service level
agreements (SLA). However, temporary interrup-
tions in service may be necessary, for example for
maintenance work, troubleshooting, infrastructure
upgrades or in the context of security incidents. The
CUSTOMER will be informed in good time of any
planned interruptions to operations.

Third-party products may be integrated into the cus-
tomer solutions. The CUSTOMER is aware of this and
has been informed accordingly. Liability for third-
party products is excluded.

The customer agrees to the following deletion pro-
cedure of the provider:

a) Data in the Trusted Cloud: Upon termination of
the contractual relationship, all data stored by the
Provider on the cloud servers will be deleted
within ten (10) days.

b) The deletion of customer data by the contrac-
tor requires the prior written consent of the cli-
ent. The contractor shall obtain this written con-
sent at the earliest thirty (30) days after the expiry
or termination of the contract and the termina-
tion of all existing assistance services.

c) Irrespective of the deletion on the cloud servers
in accordance with clause 2.9 a), backup copies
(e.g. on tape backups) shall remain in place during
the respective contractually or legally stipulated
retention period. This shall be at least one (1)
year. During this period, the data shall remain
physically available but shall be blocked for pro-
ductive use. After the retention period has ex-
pired, the tapes will be completely deleted in ac-
cordance with the applicable security standards.

LAKE regularly carries out extraordinary mainte-
nance work as part of its regular operating process,
in particular to remedy security gaps, to install secu-
rity- e patches, upgrades or bug fixes (hereinafter re-
ferred to as "extraordinary maintenance").

Where possible, the CUSTOMER will be notified of
planned maintenance work in advance. In security-
critical cases, in particular to defend against current
threats, maintenance may also be carried out with-
out prior notice. The CUSTOMER undertakes to pro-
vide the cooperation necessary to carry out such
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measures in a timely manner and to a reasonable ex-
tent.

LAKE regularly carries out security-related checks on
its infrastructure, including in particular penetration
tests, vulnerability scans and other security assess-
ments.

These measures serve exclusively to identify tech-
nical vulnerabilities in LAKE's system and network in-
frastructure. No customer data is accessed in the
process.

In the course of these security checks, however, vul-
nerabilities may be identified that can be traced back
to customer systems or components integrated by
the customer. In such cases, LAKE will inform the
CUSTOMER promptly and assist in remedying the sit-
uation, provided that this falls within LAKE's area of
responsibility or cooperation is appropriate.

A reduction in the services purchased is permissible
provided that it is justified on operational grounds
and does not impair the economic basis of the agree-
ment. Reductions that significantly exceed the usual
extent or are related in time to the termination of a
contract require the consent of LAKE. LAKE may re-
ject such requests or attach modified conditions to
them.

CUSTOMER's obligation to cooperate

The CUSTOMER is responsible for the correct licens-
ing of software products that they have purchased
themselves, in particular if these are used to access
the LAKE Trusted Cloud. LAKE may request to inspect
these licences. LAKE can offer support with licensing
issues on request and for a fee.

The CUSTOMER is responsible for ensuring that the
Internet connection corresponds to the selected
scope of services. LAKE can offer support in this re-
gard (for a fee).

The applications and software used by the CUS-
TOMER that are not managed by LAKE must be reg-
ularly maintained by the CUSTOMER and kept up to
date with the latest technology. Applications and
software that are no longer required must be de-
leted from the server.

LAKE may conduct an audit of Trusted Cloud CUS-
TOMERS to check compliance measures and/or in
the context of fraud prevention, or have it conducted
by an independent auditor.

The Trusted Cloud Services CUSTOMER shall support
the audits free of charge within the scope of reason-
able effort. The audit shall be carried out during nor-
mal business hours, if possible without disrupting op-
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erations, after appropriate advance notice of at least
30 days, unless shorter deadlines conflict with this.

In order to verify compliance requirements, it may
be necessary to obtain information from servers with
restricted access. The Trusted Cloud CUSTOMER
shall make this information available to LAKE and/or
an independent auditor without delay.

LAKE assures the Trusted Cloud CUSTOMER that the
confidentiality of the server data will be maintained.

If LAKE or an independent auditor discovers a breach
of this agreement or other misconduct during the au-
dit, they shall immediately notify the Trusted Cloud
CUSTOMER of the deficiencies. The parties shall
agree on appropriate corrective and/or compensa-
tory measures in an appropriate manner.

If LAKE discovers security gaps or vulnerabilities in
the customer's environment during security checks
or during ongoing operations, the CUSTOMER will be
informed.

The CUSTOMER is obliged to remedy any identified
vulnerabilities within a reasonable period of time at
its own expense. The deadline for remediation de-
pends on the criticality of the security vulnerability.

If the CUSTOMER fails to comply with this obligation
and this poses a significant risk to the secure opera-
tion of the Trusted Cloud Services, LAKE reserves the
right to take appropriate protective measures, in-
cluding restricting or blocking the affected service.

The LAKE Security Board regularly informs the CUS-
TOMER about potential vulnerabilities in its system
environment, in particular about product-specific se-
curity vulnerabilities that have been published by
manufacturers or third parties.

The responsibility for remedying these vulnerabili-
ties lies with the CUSTOMER. LAKE is responsible for
the underlying basic infrastructure and for those cus-
tomer system environments that purchase a corre-
sponding managed service from LAKE.

Upon request, LAKE will support the CUSTOMER in
implementing appropriate security measures. These
services are subject to a fee and are provided on the
basis of a separate agreement. Encryption of custo-
mer data

The CUSTOMER undertakes to comply with the end
user licence agreements (EULAs) of software manu-
facturers such as Microsoft, VMware and other
third-party providers whose products are used
within the scope of Trusted Cloud Services. The CUS-
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TOMER acknowledges that these EULAs are an inte-
gral part of use and that audits may be carried out by
the manufacturers in the affected system environ-
ments. In the event of violations of licence terms
caused by the CUSTOMER, the CUSTOMER shall be
liable for any resulting damages and costs.

LAKE protects customer data depending on the solu-
tion used, by encrypting data at rest (i.e. during stor-
age) and data in transit (i.e. during transmission). En-
cryption is carried out in accordance with recognised
security standards. The CUSTOMER is responsible for
additional or customer-configured encryption — es-
pecially for solutions without native encryption — in-
cluding the management of encryption keys, unless
otherwise agreed.

For a fee, LAKE can encrypt customer data to protect
it from access by LAKE and third parties. The CUS-
TOMER is the sole owner and responsible party for
all LAKE access data.

VM tools are system-related add-on components
that are installed in virtual machines to provide func-
tions such as networking, time synchronisation and
monitoring correctly. The CUSTOMER is responsible
for updating them. LAKE may request security-re-
lated updates and, if these are not implemented af-
ter ten working days, carry them out itself or restrict
the services affected.

Data protection and division of responsibili-
ties

LAKE has no access to the data content processed by
the CUSTOMER in the Trusted Cloud Services. LAKE's
access is limited exclusively to the technical shell
(e.g. virtual machines) to ensure operation, in partic-
ular for performing system backups, monitoring, and
support and maintenance services.

The CUSTOMER is solely responsible for data protec-
tion and compliance with legal regulations relating to
the data processed in the cloud environments. This
also applies to the use of laa$ (Infrastructure as a Ser-
vice) services. The CUSTOMER undertakes to obtain
all information and consents required under data
protection law and to comply with the applicable
data protection laws (in particular the DSG and
GDPR).

LAKE shall ensure compliance with the agreed stor-
age location and the availability and integrity of data
backup in accordance with the contractually defined
services.

LAKE is responsible for protecting the underlying
basic infrastructure. Customer environments are se-
cured with appropriate technical protection
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measures. However, absolute security against cyber
attacks cannot be guaranteed, especially if an attack
is triggered by actions or vulnerabilities on the cus-
tomer's side (e.g. phishing, infected USB devices or
malware). LAKE offers additional security services
such as Security Operations Centre services, security
analyses or in-depth system checks, which are pro-
vided on request and for a fee.

Data backup and recovery

LAKE provides the CUSTOMER with a data backup
and recovery solution as part of the agreed services.
The type, scope, frequency and retention period of
the backups are specified in the respective individual
contract or the associated service level agreements
(SLA).

The CUSTOMER is responsible for checking the
backup solution offered to ensure that it meets their
own operational and legal requirements. LAKE shall
only be liable for incomplete or faulty backups in
cases of gross negligence or intent and shall not be
liable if omissions are due to insufficient cooperation
or incorrect information provided by the CUS-
TOMER.

Data is restored to the last backup point available in
the backup system (Recovery Point Objective - RPO).
A guarantee for the duration of the restoration (Re-
covery Time Objective - RTO) is only provided within
the framework of an agreed SLA.

LAKE accepts no liability for data loss outside the
agreed scope of backup, in particular for locally
stored data, mobile or BYOD devices, or data loss
caused by manual intervention by the CUSTOMER.

The CUSTOMER may create snapshots inde-
pendently on the LAKE Trusted Cloud. Snapshots
serve solely as a short-term safeguard and do not re-
place a backup within the meaning of Section 5.1.
Unless otherwise agreed, LAKE is entitled to auto-
matically delete snapshots after thirty (30) days from
creation. LAKE accepts no liability for the loss of data
not backed up elsewhere in time as a result of such
deletion.

Upon request, LAKE can provide an extended archiv-
ing strategy, for example in the form of offsite back-
ups, immutable storage systems or long-term archiv-
ing. These services are provided for a separate fee
and require a separate contractual agreement.
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