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General

These supplementary terms and conditions to the
General Terms and Conditions (GTC) of LAKE Solu-
tions AG (hereinafter referred to as "Supplementary
Terms and Conditions") govern specific aspects relat-
ing to the use of managed services provided by LAKE
to its customers (hereinafter referred to as "CUS-
TOMER").

These Additional Terms and Conditions apply in ad-
dition to LAKE's General Terms and Conditions and
automatically become part of the contractual agree-
ment between the parties when Managed Services
are used.

For all other services to which no separate Additional
Terms and Conditions apply, the General Terms and
Conditions shall apply exclusively.

In the event of any contradictions between these Ad-
ditional Terms and Conditions and the General
Terms and Conditions, the provisions herein shall
take precedence insofar as they relate to the same
subject matter.

Offer and order placement

LAKE may change the range of services and individual
services at any time. In addition, the offer may be
restricted or discontinued.

Third-party products may be integrated into cus-
tomer solutions. The CUSTOMER is aware of this and
has been informed accordingly. Liability for third-
party products is excluded.

The applications and software used by the CUS-
TOMER that are not managed by LAKE must be reg-
ularly maintained by the CUSTOMER and kept up to
date with the latest technical developments. Appli-
cations and software that are no longer required
must be deleted from the server.

For existing systems or configurations that are to be
newly included in a LAKE support contract and were
not previously covered by LAKE's warranty, mainte-
nance or support services, LAKE shall generally carry
out an initial inspection of these systems/configura-
tions. This inspection shall be charged to the CUS-
TOMER at the applicable rates and prices according
to the current price list.

Data protection for managed services

LAKE undertakes to comply with the applicable data
protection regulations within the scope of Managed
Services. The CUSTOMER is responsible for the data
protection-compliant use and configuration of its ap-
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plications and for compliance with legal require-
ments (e.g. DSG, GDPR).

LAKE has no access to the content or data within the
applications used by the CUSTOMER, unless there is
an express contractual agreement. The responsibility
for the processing of personal data in the applica-
tions lies with the CUSTOMER.

If LAKE is commissioned to perform data backup as
part of its managed services, LAKE's liability is limited
exclusively to the proper execution of the backup in
accordance with the agreement. There is no further
liability, in particular for the content or its protection
requirements.

The CUSTOMER is obliged to inform LAKE in good
time about the processing of particularly sensitive
data or increased protection requirements. LAKE
shall take appropriate technical and organisational
measures to secure the systems against unauthor-
ised access, but does not guarantee absolute secu-
rity.

Monitoring and system surveillance using
PRTG

As part of its managed services, LAKE operates a
monitoring system based on PRTG. System and log
data, including information on system activities, user
interactions and error messages, are stored on the
central PRTG Core Server. Storage is carried out in
accordance with LAKE's backup concept and is used
exclusively for monitoring, maintenance and error
analysis.

All communication between the PRTG Core Server,
the connected monitoring components (probes) and
the monitored systems takes place exclusively via se-
cure encryption protocols such as SSL/TLS.

Access to the monitoring system is restricted to au-
thorised persons at LAKE. Access rights are granted
according to the principle of minimum privilege.
Strong passwords and other appropriate security
mechanisms are used for authentication.

PRTG is configured in such a way that only perfor-
mance data required for monitoring is collected.
Non-performance-related or personal data is not col-
lected. Sensors used to measure network traffic or
potentially personal information may only be acti-
vated with the prior consent of the CUSTOMER. The
CUSTOMER confirms that all affected employees
have been informed and have expressly consented
to the use. This consent must be confirmed to LAKE
in writing.
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